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Topics

The problem
• What issue are we trying to solve?

Our requirements
• What do we need the tool to be able to do?
• Or: Why are we actually doing this?

OSS Review Toolkit (ORT)
• Overview of tools in the suite
• Running in CI at the example of Jenkins
• Roadmap
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This is going to be rather technical!



The problem

Review own products for license compliance
• Identify license incompatibilities in transitive dependency tree
• Ensure to follow license obligations / create NOTICE file
• Not necessarily limited to FOSS dependencies

Side benefits
• Overview of FOSS / technologies used in the company
• Identify “problematic” / not well maintained software packages
• Enable security vulnerability reporting
• Enforce best engineering practices (WRT the build system)
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What issue are we trying to solve?



Our requirements

Inspect projects from the outside
• No changes to the project to analyze must be required
• Except if it does not follow best engineering practices (like if the build is not self-contained)

Support common package managers
• Capture meta-data (declared license etc.)
• Determine the real version of dependencies used
• Retrieve and scan the source code (must not rely on declared license)
• Allow to fixup broken meta-data (and allow to contribute it back upstream, e.g. via ClearlyDefined)
• Support mixed projects or multi-module projects

Support “unmanaged” projects (as good as possible)
• C/C++ projects, Makefile-based, embedded Linux
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What do we need the tool to be able to do?

https://clearlydefined.io/


Our requirements, part 2

Use standardized interchange formats
• Software Package Data Exchange (SPDX)
• AboutCode Data (ABCD)

Bring our own scanner (BYOS)
• Do not reinvent the wheel
• Use the license / copyright scanner that works best for you
• No vendor lock-in

Fast incremental scans
• Reuse existing results
• Delta-scans
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What do we need the tool also to be able to do?

https://spdx.org/
https://github.com/nexB/aboutcode/tree/master/aboutcode-data


Our requirements, part 3

Customizable license compliance rules
• Apache-2.0 vs. GPL-3.0
• Take dependency scopes into account

Multiple result formats
• Graphical representation of dependency tree
• Legal people love Excel
• Need to generate NOTICE files

Reasonably easy to setup
• Runs locally as well as on CI/CD
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What do we need the tool yet also to be able to do?

https://www.apache.org/licenses/GPL-compatibility.html


OSS Review Toolkit (ORT)

Facts
• Open Source, Apache-2.0 licensed
• Written in Kotlin
• Libraries with a “Main“ entry point each
• In production use for 6 months
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A suite of tools to assist with license reviews



OSS Review Toolkit (ORT)

• Input: Local directory with source code, and optional curations
• Action: Gather data about software dependencies (currently 11 supported package managers)
• Output: YAML / JSON file with dependency tree and meta-data about packages
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The Analyzer (OpenChain ”Identification” step)



OSS Review Toolkit (ORT)

• Input: Analyzer file
• Action: Fetch source code (Git, Mercurial, Subversion, CVS, HTTP)
• Output: Local directories with source code

Hints
• Intermediate tool used internally by Scanner
• Can also be (mis-)used to download source code before Analyzer
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The Downloader



OSS Review Toolkit (ORT)

• Input: Analyzer file, or local directory
• Action: Run configured license scanner (currently 4 supported scanners)
• Output: YAML / JSON file with scan results
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The Scanner  (OpenChain ”Audit” step)



OSS Review Toolkit (ORT)

• Input: Scanner file
• Action: Generate a custom report / visualization
• Output: A report file in some format
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The Reporter



OSS Review Toolkit (ORT)

• YAML / JSON file to “augment“ a package‘s meta-data
• To be shared with ClearlyDefined
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Curations

https://clearlydefined.io/


Continuous Integration

• Set up as Jenkins multi-job
• Easy configuration thanks to CLI
• Meant to be triggered by code changes

or run on demand
• Non-blocking feedback to code review tool
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Didn’t the title include “CI/CD”?



Roadmap

The Evaluator
• Evaluates the scan results as OK or NOT OK based on user specified approval / rejection ruleset.

The Advisor
• Retrieves security advisories based on Analyzer results.

The Documenter
• Generates documents about the outcome of the whole review process, like BOMs in SPDX format (with annotations).

© 2018 HERE TechnologiesOSS Review Toolkit: Automating Open Source Compliance within CI/CD18

What additional tools will the future bring?



Thank you!
Questions?

Links
• mailto:sebastian.schuberth@here.com
• https://github.com/heremaps/oss-review-toolkit
• https://clearlydefined.io
• https://github.com/nexB/scancode-toolkit


